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1
Decision/action requested

Accept the text in clause 5 on Application layer security for normative spec in TS 33.501
2
References

[1]

S3-180362 TS 33.501 [after SA3#90]
3
Rationale

In 5G, SBA is introduced to model services as network functions (NFs) that communicate with each other using Restful APIs. In the scenario where the two communicating NFs are in two different PLMNs, communication happens over the roaming interface between the two participating PLMNs. 

When NF content is exchanged between two Network Functions belonging to different PLMNs, SEPP must apply protection mechanisms at the “application layer” protect the sensitive contents exchanged between the two NFs. Application layer message comprise HTTP messages communicated between two Network functions, and its e2e security between two NFs is the context of this paper.
In this paper an introductory text is provided for the section on Application layer security.
4
Discussion

4.1
Introduction

The e2e Application layer security (ALS) between two NFs involve many aspects that need to be solved.

In the outgoing direction (i.e. from the Network function), the SEPP needs to identify the IEs in the received message and determine the protection mechanism it must apply for each of them. In the incoming direction (i.e. towards the Network function), the SEPP needs to determine from the received protected message how to retrieve the original message and which Network function to forward.

Prior to implementing ALS, the two SEPPs must agree on the cipher suite to use for N32 protection. In addition, the keys used for protection must be negotiated between two SEPPs.
The protection scheme used must enable authorized IPX provider nodes to modify the IEs, and the received SEPP to identify unauthorized modification by IPX provider nodes or any other entity on the N32 interface.
4.2
Identification of protection mechanism for individual IEs

SEPP needs to apply security on each IEs. This helps in satisfying the following primary requirements from the GSMA DESS group:
-
Some IEs may be modified by “authorized” IPX intermediary nodes while in transit. This implies that these IEs cannot be confidentiality protected but only integrity protected.
-
Unauthorized modification must be detectable by the receiving SEPP.
-
Sensitive information carried in IEs, such as Authentication vectors, EAP keys, SUPI etc., must be e2e confidentiality protected between two NFs. 
This requires SEPP to be aware of each IE in the HTTP message and how it needs to be protected.

There are multiple ways this issue can be solved. Few examples are:
a. Network Function assisted identification: The source NF shall be aware of the security requirements of the IEs which it puts in the HTTP message, and conveys via separate indicators how each of these IE must be secured in the SEPP. SEPP shall use these indicators to identify and apply appropriate protection on the IEs. 
b. SEPP Self-discovery based on provisioning: The SEPP shall be able to parse the IEs in the message and apply the necessary protection. Provisioning information may capture all the necessary updates/changes to the APIs in every release. The SEPP handles all the security aspects. Network functions are completely security-unaware.
4.3
Agreement between two SEPPs on cipher suite to use

The Solution must support for negotiating and agreement on cipher suites between the two SEPPs in different partner networks.
Negotiation may be carried out as part of the initialization sequence when the two SEPPs initially authenticate each other. For e.g., once authentication is complete, each SEPP shares its available cipher suites to the other SEPP. Eventually both agree on a cipher suite to use for confidentiality and integrity protection in SEPP.

Further, SEPP may trigger renegotiation of the cipher suite with the peer SEPP if so desired.
4.4
Key management

Both SEPPs must agree on which keys to use and how these keys get established in them.

Several options are possible and could be further elaborated in future:

-
A shared symmetric key is manually provisioned on both the SEPPs. SEPPs use the same key to protect all traffic on the N32 interface

-
Key distribution algorithm is used to agree on a set of shared symmetric keys – one for confidentiality protection, another one for integrity protection

-
PKI certificates are used to protect all traffic. SEPPs use public key encryption and digital signature to confidentiality protect and integrity protect respectively. 

-
A randomly generated Content Encryption key (CEK) is used to confidentiality protect all traffic. PKI certificates used to protect CEK that is transferred along with the protected message. Digital signatures used for integrity protection.

4.5
Protection scheme

To allow for the trusted intermediary IPX nodes to see and possibly modify specific IEs in the HTTP message while completely protecting all sensitive information end to end between SEPPs, SEPP must implement application layer security in such a way that:

a) Sensitive information such as SUPI, Authentication vectors etc are fully e2e confidentiality protected between two SEPPs. This ensures that no node in the IPX network can view that information when they are in-transit over the IPX network.

b) IEs that are subject to modification by the intermediary IPX node are integrity protected, can be modified in a verifiable way by authorized IPX nodes, and any other modification by unauthorized IPX nodes are detectable by the receiving SEPP.

The HTTP message is expected to have multipart content that includes JSON IEs and binary blobs for specific type of data. The protection scheme in SEPP should handle both types of content. While details of the protection scheme are yet to be worked out, in principle, it may be desirable to map all content types in HTTP message into JSON content type and apply JOSE protection scheme on each JSON IE. This avoids the need to have different protection schemes for each content types.

In addition to the HTTP message contents, Request-URI part of the HTTP Request line require protection when it contains sensitive information such as the SUPI.  

Furthermore, certain HTTP header fields will also require protection when they are present. For example, Authorization header carries OAuth bearer token. This must be confidentiality protected in SEPP.

In summary, SEPP must consider all parts of the HTTP message and apply protection as required.
5
Detailed proposal

************* BEGIN CHANGE *****************
9.1.3.3
layerApplication layer security on the N32 interface
Editor’s Note: 

It is FFS how each JSON IE in the message is identified during parsing, and how each of these IEs need to be protected. 

 It is FFS how binary data in the message payload is identified during parsing, and how it is protected.
Details of how sensitive contents in Request-URI are identified and protected is FFS.

Details of how sensitive information in HTTP Headers is identified and protected is FFS.

Details of how the receiving SEPP verifies the message is for FFS. 
It is FFS how the receiving SEPP restores the original message from the received protected message.

Negotiation and agreement on the cipher suites between the two SEPPs is FFS.

Renegotiation of cipher suites between the two SEPPs is FFS

Key management aspects that includes key distribution and key agreement aspects are FFS.
************* END CHANGE 1 *****************
************* BEGIN CHANGE 2 *****************
Annex G (informative):
Application layer security on the N32 interface

G.1 
Introduction 

The SEPP as described in clause 4.X is the entity that sits at the perimeter of the network and performs application layer security on the HTTP message before it is sent externally over the roaming interface.

The application layer traffic comprises all the IEs in the HTTP message payload, sensitive information in HTTP message header and Request URI. Not all the IEs get the same security treatment in SEPP. Some IEs require e2e encryption, some only require e2e integrity protection, while other IEs may require e2e integrity protection but modifiable by intermediate IPX provider while in-transit. 
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Figure G.1-1: Signaling message from AMF (vPLMN) to AUSF (hPLMN) traversing the respective SEPPs

In the above figure, an example is shown where the AMF NF in the visiting PLM network (vPLMN) invokes an API request on the AUSF NF in the home PLM network (hPLMN) using the following message flow: 

-
The AMF NF first sends the HTTP Request message to its local SEPP (i.e. vSEPP).

-
The vSEPP applies Application Layer Security (ALS) and sends the secure message on the N32 interface to AUSF NF of the hPLMN.

-
The hSEPP at the edge of the hPLMN, receives all incoming HTTP messages from its roaming partners. It verifies the message, removes the protection mechanism applied at the application layer, and forwards the resulting HTTP message to the corresponding AUSF NF.

To allow for the trusted intermediary IPX nodes to see and possibly modify specific IEs in the HTTP message, while completely protecting all sensitive information end to end between SEPPs, the SEPP implements application layer security in such a way that:

-
Sensitive information such as authentication vectors are fully e2e confidentiality protected between two SEPPs. This ensures that no node in the IPX network shall be able to view such information while in-transit.

-
IEs that are subject to modification by intermediary IPX nodes are integrity protected and can only be modified in a verifiable way by authorized IPX nodes.

-
Receiving SEPP can detect modification by unauthorized IPX nodes.

G.2
Structure of HTTP Message

Following is a typical structure of the HTTP Message: 
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Figure G.2-1 Typical structure of the HTTP message received by SEPP
It consists of:

-
HTTP Message payload with JSON based IEs

-
HTTP Headers with or without sensitive elements

-
HTTP Request-URI with or without sensitive elements such as SUPI.

In the outgoing direction, i.e. towards the N32 interface, the SEPP shall parse the HTTP message fully and apply protection on each part as required.

In the incoming direction, i.e. towards the Network Function, the SEPP shall verify the message, and if successful reassemble the original message and send it to the destined Network Function.
************* END CHANGE 2 *****************
6
Conclusion
It is requested that SA3 agree on the skeleton and introductory text for Application layer security functionality of SEPP and include it in TS 33.501.
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    Method              absoluteURI              Version





Content-Type: application/json; charset=utf-8

 {
   “IE-1” : {
      “ field 1” : “a”,
      “ field 1 “ : “ x “
    }, 
    “IE-2" : {
     “ field 1” : “ab”,
     “ field 2” : “bc”
    },
    “IE-3” : {
     “ field 1” : “a”,
     “ field 2” : “b”
    }
 }
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